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Abstract
This paper proposes two training methods that @anded to improve computer
network defense analysis training. The main adgmsaof these methods are
reduced risk and preparation costs, while increagsmalism during training
sessions. These methods can easily be implementdobth public and private
organizations, as well as training institutionshsas universities

1. Introduction

Until the past decade, common threats against ctengystems could be stopped by
anti-virus software and firewalls. Nowadays, these countermeasures can be easily
bypassed by attackers, and they just offer a lokegjcee of protection.

Detecting, analyzing and reacting effectively tomputer threats is therefore
important in order to contain damages, reduce @udsrecovery time in the event of a
network security breach.

In order to detect, analyze and react, IT persoarelrequired to have specialized
skills within computer network defense analysis amtddent response. Currently, the
possibilities for training and improving in thesisalplines have important constraints
mainly related to case realism and its practicagl@mentation, infrastructure costs and
the inherent risk of training scenarios.

The information security landscape is not very peing when it comes to finding
qualified and experienced professionals. AccordingISACA and CSX, the 2015
Global Cybersecurity Status Report [dhows that 46% of respondents expect their
organization to face a cyberattack in 2015. In taldi 83% believe cyberattacks are
one of the top three threats facing organizati@uay. However, 86% say there is a
global shortage of skilled cybersecurity profesalsrand only 38 percent feel prepared
to fend off a sophisticated attack.

This paper is an attempt to introduce improvemémtsurrent computer network
defense analysis training methods. Based on adyersglication techniques, we have
developed open source tools that allow the creatibrrealistic scenarios, while
reducing infrastructure costs, implementation tand risk.

First of all, this paper will analyze and classdgmmon methods for computer
network defense analysis training, based on fdewaat criteria. Next, we will propose
alternatives that can solve the challenges andawgpitraining exercises, by using
adversary replication techniques and open sourcés.tdminally, this paper will
demonstrate a practical application of these teghes and its comparison to common
methods.

2. Terminology

The following terminology will be recurrent in thigper:
Computer Network Defense Analysis [2]: To use defensive measures and
information collected from a variety of sourcesidentify, analyze, and report events
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that occur or might occur within the network in erdto protect information,
information systems, and networks from threats.

Adversary [2]: An individual, group, organization, or governméimat conducts or
has the intent to conduct detrimental activities.

Blue Team [2]: A group that defends an enterprise's informasgatems when
mock attackers (i.e., the Red Team) attack, tylyiced part of an operational exercise
conducted according to rules established and mreitby a neutral group.

Red Team [2]: A group authorized and organized to emulate arga@tl adversary’'s
attack or exploitation capabilities against an gariees cybersecurity posture.

Indicator [2]: An occurrence or sign that an incident may has®ioed or may be
in progress.

Targeted attack [3]: A targeted attack refers to a type of threat imolw threat
actors actively pursue and compromise a targety&ninfrastructure while maintaining
anonymity. These attackers have a certain levelexgertise and have sufficient
resources to conduct their schemes over a long{penod. They can adapt, adjust, or
improve their attacks to counter their victim’s elefes.

Attack scenario [4]: A scenario that enumerates and describes the aragstacker
might make use of a vulnerability. The known attaektors and steps to perform the
attack will be identified.

3. Computer Network Defense Analysis Training Techniques

Computer network defense analysis is a broad tapat skills can be acquired with
different methods. This paper is going to focuscommon training techniques that are
mainly based on studying network traffic that coddd either live or previously
captured.

In any of these situations, the production and eaipn of network traffic requires
an attack scenario with supporting infrastructlifee goal is to successfully monitor the
network traffic while the attack is in progress.eTiesult allows a blue team to improve
their skills and test the detection tools deployesl part of an organization’s IT
infrastructure.

Typically, the network traffic produced in such #iof scenario is captured and
saved as files in PCAP format. From a training pecsive, such files contain a “story”
specific to the environment where it was captuesd] it can be used again by a blue
team, for example when training new members oerewig a training exercise.

In order to train computer network defense analgsid reach an advanced skill
level, it is essential to create realistic attaodérgrios that can generate relevant network
traffic. In many cases, pieces of malware are useduch scenarios, so computer
network defense analysts can train with real irntdisa However, this practice comes
with an inherent risk. Therefore, a controlled eowment ensuring security while
keeping a high degree of realism is vital.

We have evaluated common methods for implementitagkascenarios, which can
allow monitoring and capturing network traffic. Teealuation is based on four criteria:
Difficulty of implementation, costs, risk and resat.

3.1 Evaluation Criteria

The criteria listed below have been chosen basegkparience gained by Encripto AS
over time. They represent common challenges thsé avhile planning or conducting
computer network defense analysis training sessions



According to our experience, the challenges usualigct the training sessions in two
different ways. On one hand, the challenges cowld & training session already on the
planning stage due to the risk and/or cost thaptieess involves. On the other hand,
those organizations that decide to conduct thaitrgitend to do it with limited scope,
or less frequently than desired.

3.1.1 Difficulty of Implementation

This criterion describes how difficult it is to ate, configure and maintain an
environment where the attack scenario is going ¢oelecuted. The difficulty of
implementation is usually related to the amountiwfe required for the tasks. The
lower the value is, the less work is required imdeorto successfully setup the
environment.

Low: Fully-configured subject machines can be created wirtualized manner.
Network communications can easily be captured amddsin PCAP files.

Medium: Subject machines can be created with virtualizaton these need to be
manually configured or customized before the firsdtup is ready. Network
communications can be captured and saved in PAA®, fir in formats which allow
simple conversion to PCAP files.

High: Subject machines must be created and configuredualignfrom scratch,
either physically or with virtualization technolagy

3.1.2 Cost
This criterion defines the amount of resources irequfor the correct implementation
of the attack scenario. The lower the value is, shealler amount of money an
organization will need to invest on its trainingpgram.

Low: Standard hardware and network equipment is neededsetup the
environment. No commercial software is requiredsigpporting the training sessions.

Medium: A mix of standard and specialized equipment is adetb setup the
environment. A mix of commercial and non-commercsalftware is required for
supporting the training sessions.

High: Specialized hardware and network equipment is rkede setup the
environment. Commercial software is required fgrmarting the training sessions.

3.1.3 Risk
This criterion describes the danger that a prodachetwork faces when an attack
scenario is executed during a training sessionk Rian be understood as the
combination of likelihood and impact associatectoevent. Therefore, the lower the
value is, the safer the training environment wal b

Low: The training environment is completely isolatechirproduction networks, or
there is no danger for infection or spreading madwa production networks.

Medium: The training environment is a segment within a patidn network, or
there is a limited danger for infection or spregdmmalware within production networks.

High: The training environment is an integrated part gfreduction network, or
there is unlimited danger for infection or spreadimalware within production
networks.

3.1.4 Realism

This criterion describes the level of detail thataning environment replicates based
on what a real case would be. The higher the vigluhe closer to reality the training
environment will be.



Low: The training environment does not replicate a petida network or an attack
scenario.

Medium: The training environment is a partial replica gfraduction network or an
attack scenario.

High: The training environment is a complete replica @raduction network and
an attack scenario.

3.2 Common Environment Setups
This section covers typical methods used for consitig environments and attack
scenarios for computer network defense analysisitia

3.2.1 Closed Lab Environment
A closed lab environment can be anything rangingnfa single computer setup, up to a
full replica of a production network. In any casiee closed lab environment will be
isolated from a production network.

A common approach in this case is to replicatenapld part of a production
network, and execute real malware. The resultee@tase are stored in PCAP files.

Criterion Evaluation | Reason

The common approach can be implemented with fully-
configured virtual machines.

Difficulty

. Low In more complex setups, the difficulty of implemetidn is
of Implementation

proportional to the size of the production netwarthich is
going to be replicated.

Standard hardware and network equipment (e.g. ®@erand
switch) is required.

In more complex setups, the cost is proportionahéosize of
Costs Medium the production network which is going to be rephch

A mix of commercial and open source tools is usuatuired
for supporting training sessions covering commath tangeted
attacks.

Despite executing real malware, a closed lab enient is by
definition isolated from production networks. Iraptice,

Risk Low malware will not be able to reach them.

The common approach can allow the successful execot a
piece of malware. However, it does not providelbderview
of what the attack scenario would look like, ifiére to happen
in a production network.

Security countermeasures in production cannotdtedealuring
the training session, unless the organization asae the
difficulty of implementation and/or its costs.

Realism Low

In a more complex setup, the realism is proportitm¢éhe level
of detail included in the replica.

Table 1: Closed lab environment evaluation



3.2.2 Limited Segment of a Production Networ k
This approach can be used in cases where an oagjanizavants to train with some
understanding what an attack scenario would ldok iln its infrastructure, but without

involving the whole production network. In this eagnvironment is confined to a

segment of a production network.

Difficulty
of Implementation

Low

Evaluation | Reason

The implementation is very straight forward, sitice setup is
already implemented. Some work previous to the @@t of
the attack scenario could be required (e.g. bagkups

Costs

Medium

The implementation is using systems in product®&pending on
extra hardware resources is not required.

A mix of commercial and open source tools is usuatuired
for supporting training sessions covering commath tangeted
attacks.

Risk

Medium

Training on production environments can have conseces
that might be difficult to revert, or which can iagi the normal
function of the organization.

If real malware is used, systems located withinséagment will
be exposed to attacks or infections.

Realism

Medium

If the chosen segment is representative, the Evedalism can
be good. In such case, security countermeasu@®duction
can also be tested during the training session.

However, given that the exercise is conductedsagment of a
production network, the malware and techniques tmgkd to
be customized in order to avoid damages or downtime

Given the risk that a more realistic environmenmt being, many
organizations face a “Risk versus Realism” dilemwaich
usually results in reluctance to use real malwaie ;ncomplete
implementation of attack scenarios.

Table 2: Limited segment environment evaluation

3.2.3 Full Production Network
This alternative can be used in cases where amiaajeon wants to train with a full
understanding of what an attack scenario would ldekin its production network.

Criterion Evaluation | Reason

Difficulty

The implementation is very straight forward, sitice setup is
already implemented (either physically or virtuatiz. Some

. Low work previous to the execution of the attack sdenawuld be
of Implementation .
required (e.g. backups).
The implementation is using systems in product®&pending on
extra hardware resources is not required.
Costs Medium

A mix of commercial and open source tools is uguatjuired
for supporting training sessions covering commath tangeted
attacks.




Training on production environments can have comseges
that might be difficult to revert, or which can iagi the normal
function of the organization.

Risk High
If real malware is used, the risk of infection ongromise can
escalate to the whole organization.

The level of realism in this case can be excellend, security
countermeasures in production can also be testéagdine
training session.

However, given the inherent risk of conducting &ereise in a
. . production network, malware and techniques nedskto
Realism Medium : . . .
customized in order to avoid damages or downtime.

In practice, many organizations face a “Risk veiRaalism”
dilemma, which usually results in reluctance to nese malware
or in incomplete implementation of attack scenarios

Table 3: Full production network environment evéla

4. Challenges

The approaches described in previous sectionsmgrdgerent challenges.

Preparation: Implementing an environment and designing an lttecenario
requires planning, especially if the training exszcis going to be conducted in a
production network. This usually requires extra kvor causes administration overhead,
which many organizations are reluctant to. As ailterganizations tend to not
prioritize the training sessions, or just condienh a very few number of times during
a year.

The actual attack scenario also requires plannuilngch may require organizations
to design a time line, or find the proper piecenaflware which applies to the case.

Low product reusability: The traffic generated during an attack scenariaways
specific to the environment where it was captuf@astomizations to an attack scenario
will therefore require the organization to re-cocdthe training session with those
changes. In cases where two or more cooperatiranzations decided to share PCAP
data, the network traffic would not be realistic.

Risk versus realism dilemma: Organizations conducting exercises in production
networks must find a balance between risk and smaliThose who execute real
malware need to ensure that the piece of malwaralhe does what the organization
expects. At the same time, executing malware ilygeton networks could spread and
cause a real incident, which could potentially &deato a disaster. As a result,
organizations tend to reduce scope, or chooserdadistic methods in order to ensure
security. As an illustration, imagine an organiaatireleasing ransomware in its
production network during a training session. Aeail spreading of the malware
could result in encrypted business data and requmirextensive recovery.

Training against advanced adversaries. Organizations, which want to conduct
training exercises for defending themselves agadsanced adversaries, cannot rely
on just executing malware. Advanced adversariesnppitactice methods and tradecraft
that are not solely related to malware. The needifqualified red team that can adapt
to the training circumstances is therefore impeeatiThis fact is also affected by the
challenges listed above, which requires for exammbee preparation and resources in
order to conduct a successful training exercise.



5. Tackling the Challenges

This paper proposes two methods which tackle tlaleriges mentioned in the previous
section. The first one will be based on adversapfication techniques which support
the simulation of advanced adversaries and targdtadks. The second will be a more
general approach which can be applied to trainglgted to common attacks and
malware infections. Both methods can complement edleer, and both are supported
by open source tools.

5.1 Targeted Attacks

Targeted attacks tend to use customized malwarehwpresents specific network
indicators. Such indicators are usually difficadtreproduce in a safe manner. Targeted
attacks could be carried out with different levefssophistication, and they do not
necessarily imply the presence of and Advanced$ens Threat (APT).

Maligno [5] is an open source tool which allows organizatimnsimulate malware
with specific network indicators and evasion tegueis. The result is that blue teams
can experience real network behavior and traffitepas associated to malware used in
targeted attacks, without actually executing realware. The main advantages
provided by Maligno focus on reducing risk and mrgpion costs, while increasing
realism during a training exercise.

The following case illustrates how Maligno can beed in order to simulate a
targeted attack. A piece of malware known as “Hawex‘Oldrea” has been actively
used against western energy companies. Symantedocasnented several cases in a
report [6]which describes network indicators associatedaoex.

Using the technical information presented in sugbort, it is possible to build a
simple profile in Maligno, which will mimic the makre’s network behavior without
risking any infection. As a result, Maligno canaicreasing realism and simplifying
training exercises on production networks.

POST /wp08/wp-1includes/dtcla.php?
1d=85745296322896178920098FD80- 206v 1=0388v2=17039386180=5265882854508EFCFO58FS79E4 HTTR/1. 1
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US) AppleWebKit/525.19 (KHTML, like Gecko)
Chremey1.0.154.36 Safar1/525.19

Host: toons.freesexycomics.com

Content-Length: @

Cache-Control: no-cache

HITR/1.1 200 OK

Server: Apaches/1.3.37 (Unix)

Date: Fri, 31 Jul 2015 19:19:22 GMT
Content-Type: text/html
Transfer-Encoding: chuncked
Connection: keep-alive
Cache-Control: no-cache
Content-length: 959

9f 65<html=><head><mega http-equiv='CACHE- CONTROL' content='MN0-CACHE' »</head><body=No datal=<!--
havexQlpoOTFBWSZTW WYVDIOBOSD/ [/ // /111 LTELLELLEEETEE LI i iy 8oB+93V V XuBSDUN7XYzdsSy
t49Quesuxkar CAN

+yBNSKI cvSTWyndl OuXe Ak cv XuShwFvmxHSzFe QLgdDv 0Pz NPTBf LdAAnVgRY hd j 4Ih3aVe OLUWUCh 7GXeF1ldwQer /
CcZLMOUANKN 1HgxecONI cr4vhNHePRbpDjwh G2I Hs Ly Sk 2mb /

TEEWBNL1SzWuvhruoZz71 ZxbntTNtFRBMLMFIb VT GWb4vhrFvBIS] a/0lr4JGSaskI0aScvUSGT xk0xJITLIC3E3asU] 3y ZMPCagmP
26F09I tQtBWOr r7BVzz] 1+9GaNe8DY UKL rtqwtl Al p1 WBExTUuRQ7rhq01 QLQRy 7uFSq

+5fP8V3Iqv7VhFz9e ] AcnmlcxHL4UCxh ] avf ZHbCHx P ySknUbh+2z8Mp 4+1 RwWBmM4zKgor 1BL3KP7v Vb 7CI c20Z /w3ly
+gAfHMNk ZRr1 fw/KX1P9c71aQyCey 4dMlE6d281 5fEnyJedshwasy rugZo20GayQgmb /

T7wXz1kI0k3]taCFGQshVNKBwI1 1fyLtlo/2CdopwWshPkE8bcFm3PEILalnI 7U4NP3BOChHCWHUQg ] CmEwbhILgrumPs
+agaMieQNQouPXLFQm3pkI 4] 4EFtVIZhPTSt5d7reY8ChaY 158408y vvnyZID81]baM12zD1 h+yUW3z fTxWaACs tsCwCckdws
AHSQBVvbbCUTGpUtPESCST gPCAKXCADOI CMsq L1 ACGY ERAGT 3v9eDMI2D/ 8Xck U4UI BmLwyNA==havex - - ></body=></head=>

Figure 1Havex network indicators reproduced by Wtadi during an HTTP request and response

The screenshot below shows how an Intrusion Detecystem (Snort with ET GPL
rule set) would react to the network traffic gemedsby Maligno.



Src IP SPort | DstIP DPort | Pr | Event Message
192.168.100.107 80 192.168.100.108 49374 6 ET TROJAN Havex RAT CnC Server Response HTML Tag

192.168.100.108 49374 192.168.100.107 80 6 ET CURRENT_EVENTS LightsOut EK POST Compromise POST

Figure 2 Alerts generated by Intrusion Detectiost&ym (Snort) during the execution of the example

Tools are an essential component in network arsalyaining, both for attackers and
defenders. However, blue teams cannot simply relyools when it comes to training
against advanced threat actors. From an adversgufjcation perspective, training
exercises should also involve a capable red tedma.ré&d team should adapt and put
into practice tradecraft and manual techniqueseélto the threat actor which is going
to be replicated during the exercise. We acknovddtigt Maligno is an important piece
in this puzzle, but it is not the only one. Orgatians that want to conduct a complete
realistic targeted attack scenario should keepinthisind.

The network traffic produced during the trainingeise could also be combined
with the next approach proposed in this paper. Wnsild allow organizations to
increase the reusability of the generated netwadffi¢, and create a library of training
cases. This would again increase the return orstment for each training exercise, and
reduce preparation costs in the future.

5.2 Common Attacks and Malwar e I nfections

Common attacks tend to use techniques usually mmgaed in some form of automatic
tool. Typical common attacks include, but are notited to, credential brute force,
Denial of Service, phishing and malware delivergaiploit kits.

In many of these cases, there is a chain of eweitsh is important for a network
defense analyst to follow, especially if client quuters are involved. The chain of
events can provide a context which allows the atatyunderstand the whole picture of
an attack.

Network traffic stored in PCAP files are usuallyedsfor training in these cases.
The internet provides a wide range of possibiliteobtain PCAP files with network
traffic, which contains common computer attackentlinfections delivered by exploit
kits, etc. However, there might be challenges whese resources are used in corporate
environments.

The most common challenge is related to the “staofitained in those PCAPS,
because it only applies to the environment wheeettiiffic was captured. This means
that organizations which attempt to train in-houskele teams with their own
infrastructure, tools and configurations, may ne@ble to leverage those resources.

Pcapteller_[5]is an open source tool designed for network trafienipulation and
replay. It allows organizations to re-create a réed network traffic scenario that
occurred in a foreign network, as it really happmkimetheir own infrastructure.

The main advantages of using Pcapteller are surnethbielow:

Reduced preparation time and costs. PCAP files available on the internet can be
easily customized with parameters that are reletatite organization. This allows blue
team to reuse PCAP material and customize it agaaeduring the training session.

Reduced risk: Given the possibility to manipulate existing PCABs captured in
foreign networks, organizations should not havened to implement attack scenarios
with real malware samples for generating customizetvork traffic. If organizations
desired to train specific situations in which nasérg PCAP files were found, it could



be possible to put in practice the approach usiradigvio, proposed by this paper. In
this way, organizations could combine both appreaand obtain wider advantages.

Increased realism: Since existing PCAP files can be manipulated atef Ireplayed
back into the network, organizations can train whieir existing infrastructure and
configurations. This means that organizations cae their production networks,
without requiring extra security measures to prévaiections.

In order to illustrate these advantages, we widl agpublic PCAP file [7{hat contains
an attack scenario involving an exploit kit delimgr ransomware. This PCAP file
describes a chain of events where host 192.16&@22the victim.

Source * Deskination Protocol ° Info

192.168.122.70 144.76.161.38 TCP 49203 = http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1

144.75.161.38 192.168.122.70 TCP http = 49203 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1367 SACK_PERM=1 WS=128
152.168.122.70 144.76.161.38 TCP 49203 = http [ACK] Seq=1 Ack=1 W1n=65616 Len=0

162.168.122.70 144.76.161.38 HITP GET /indexing_raspberries_rejuvenation_sushis/415213137352185210 HTTR/1.1
144.76.161.38 192.168.122.70 TCP http = 49202 [ACK] Seg=1 Ack=621 Win=15872 Len=0

144.76.161.38 192.168.122.70 TCP [TCP segment of a reassembled PDU]

182.168.122.70 144.76.161.328 TCP 49203 = http [ACK] Seq=621 Ack=1368 Win=55616 Len=0

Figure 3 Fragment of the original PCAP file withatacker IP address and the victim (192.168.132.70

Let us consider a case where an organization wikgdto use such resource for a
training session. The organization Iis interested using its current security
countermeasures and configurations in productidre production network is using a
class B internal IPv4 addressing schema (172.316).0For this example, the victim
machine will be 172.31.10.11. Using Pcapteller, tbsult of the customized traffic
injected into the network is described in the scsket below.

¢ Source * Destination * Protocol © Info

172.31.10.11 144.76.161.38 TCP 49203 = http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

144,76.161.38 172.31.10.11 TCP http = 49203 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1367 SACK_PERM=1 WS=128
172.31.10.11 144.76.161.38 TCP 49203 = http [ACK] Seq=1 Ack=1 Win=65616 Len=0

172.31.10.11 144.76.161.38 HTTP GET /indexing_raspberries_rejuvenation_sushis/415213137352185210 HTTR/1.1
144,75.161.38 172.31.10.11 TCP http = 49203 [ACK] Seq=1 Ack=521 Win=15872 Len=0

144,76.161.38  172.31.10.11 TCP [TCP segment of a reassembled PDU]

172.31.10.11 144.76.161.38 TCP 49203 = http [ACK] Seq=621 Ack=1368 Win=65616 Len=0

Figure 4 Fragment of the manipulated PCAP file aittacker IP address and the victim (172.31.10.11)

Since Pcapteller injects the manipulated netwoakfitr into the production network,
existing security countermeasures can detect aed about possible threats. This
example shows how an Intrusion Detection SysterorSmth ET GPL rule set) would
react to the manipulated traffic.

Src IP SPort | DstIP DPort | Pr | Event Message

172.31.10.11 49203 144.76.161.38 80 6 ET POLICY Outdated Windows Flash Version IE

172.31.10.11 49203 144.76.161.38 80 6 ET CURRENT_EVENTS Possible Angler EK Flash Exploit URI Structure Jan 21 2015
144.76.161.38 80 172.31.10.11 49205 6 ET CURRENT_EVENTS Angler EK XTEA encrypted binary (11) M2

144.76.161.38 80 172.31.10.11 49205 6 ET CURRENT_EVENTS Angler EK XTEA encrypted binary (13)

172.31.10.11 49206 54.93.182.214 80 6 ET POLICY Possible External IP Lookup ipinfo.io

172.31.10.11 49207 104.27.143.176 80 6 ET TROJAN Win32Teslacrypt R HTTP CnC B M2

172.31.10.11 62658 8.8.4.4 53 17 ET TROJAN TeslaCrypt/AlphaCrypt Variant .onion Proxy Domain (ig3ahijcfeont3xx)
172.31.10.11 60626 8.8.4.4 53 17 ET POLICY DNS Query to .onion proxy Domain (tor2web)

192.251.226.206 443 172.31.10.11 49218 6 ET CURRENT_EVENTS Tor2Web .onion Proxy Service SSL Cert (1)

Figure 5 Alerts generated by Intrusion Detectiost&ym (Snort) during the execution of the example



Pcapteller is at this point in an early stage ofeligoment, but new possibilities will
come as soon as new features are implemented.

6. Evaluation of Proposed Training M ethods

In this section, we will evaluate the proposed radthbased on the evaluation criteria
previously described.

6.1 Training Sessions Using Maligno
This approach allows blue teams to experience nealvork behavior and traffic
patterns associated to malware used in targetackattwithout executing real malware.

Criterion Evaluation | Reason

The implementation is very straight forward and bardone in
a fully virtualized manner. The organization cae the attack
Low profiles already included in the tool or make th®im profiles

based on threat intelligence sources.

Difficulty
of Implementation

Maligno is a freely available open source tool dilkdws
organizations to use production infrastructure gafe manner.
This means that no spending on extra hardwarejisres.
Costs Low Inherent costs (e.g. security personnel attendiadraining
session, the need to hire an external red team,re&y still

apply.

Maligno does not act as an infecting or spreadiegepof
malware, which allows a safe conduction of thenfraj session
in production infrastructure.

Risk Low
The replication of network indicators can therefbeedone
without risking any infection.

Maligno can support red teams while simulating ééed attacks|
or attacks coming from specific threat actors.

Realism High Training sessions can be conducted in full-scatedyrction
environments.

Table 4: Training session evaluation using Maligno

6.2 Training Sessions Using Pcapteller
This approach allows organizations to re-createcarded network traffic scenario that
occurred in a foreign network, as it really hapmkimetheir own infrastructure.

Criterion Evaluation | Reason

The implementation is very straight forward and bardone in
a fully virtualized manner. PCAP files available tve internet
Low can be easily customized with parameters thatedegant to the
organization.

Difficulty
of Implementation

Pcapteller is a freely available open source tabich allows a
high material reusability. This lowers the overalkts of a

Costs Low A . . ;
training session, and increases its return on tnvest.




In addition, organizations can use production stfacture in a
safe manner during the training. This means thapemding on
extra hardware is required.

Inherent costs (e.g. security personnel attendiadraining
session) may still apply.

There is no need to implement attack scenarios ngéh
malware samples from scratch, as long as exist@®HPfiles
captured in foreign networks are used.

Risk Low . . - . .
In case of needing specific network indicatorsngulementing
attack scenarios from scratch, organizations mayMaigno in
order to keep a low risk.

Pcapteller can support computer network defenskystaa
during their training with real attack scenariogitedned in
Realism High PCAP files. Such scenarios can be successfullyaated while
using full-scaled production environments.

Table 5: Training session evaluation using Pcamtell

7. Conclusion

This paper has proposed two training methods taatbe used to improve computer
network defense analysis training. The main adyg#af these methods are reduced
risk and preparation costs, while increasing realigiring training sessions.

This means that organizations will be able to cathdealistic training sessions in a
more controlled manner, and obtain results thatoeareused over time. In other words,
organizations can obtain a higher return on investrand make training more feasible.

The training methods can easily be implemented bth lpublic and private
organizations, as well as training institutionshsas universities.

We plan to continue developing the training methais tools described in this paper.

Regarding Maligno, a more flexible version is undevelopment, which will allow
the concurrent use of multiple indicator profilesridg one single session, and other
extended features that can improve the level dicapon for cases involving highly
complex malware.

When it comes to Pcapteller, the tool is at anyesthge. This means that extra
functionality for fully customizing and replayingistent traffic in PCAP format will be
developed.

We intend to keep these tools in an open soureadi, and freely available for the
security community, since we see training as patarnfor improving network defense.
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