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Abstract 
This paper proposes two training methods that can be used to improve computer 
network defense analysis training. The main advantages of these methods are 
reduced risk and preparation costs, while increasing realism during training 
sessions. These methods can easily be implemented by both public and private 
organizations, as well as training institutions such as universities. 
 

1. Introduction 
Until the past decade, common threats against computer systems could be stopped by 
anti-virus software and firewalls. Nowadays, these two countermeasures can be easily 
bypassed by attackers, and they just offer a basic degree of protection. 

Detecting, analyzing and reacting effectively to computer threats is therefore 
important in order to contain damages, reduce costs and recovery time in the event of a 
network security breach. 

In order to detect, analyze and react, IT personnel are required to have specialized 
skills within computer network defense analysis and incident response. Currently, the 
possibilities for training and improving in these disciplines have important constraints 
mainly related to case realism and its practical implementation, infrastructure costs and 
the inherent risk of training scenarios. 

The information security landscape is not very promising when it comes to finding 
qualified and experienced professionals. According to ISACA and CSX, the 2015 
Global Cybersecurity Status Report [1] shows that 46% of respondents expect their 
organization to face a cyberattack in 2015. In addition, 83% believe cyberattacks are 
one of the top three threats facing organizations today. However, 86% say there is a 
global shortage of skilled cybersecurity professionals and only 38 percent feel prepared 
to fend off a sophisticated attack. 

This paper is an attempt to introduce improvements in current computer network 
defense analysis training methods. Based on adversary replication techniques, we have 
developed open source tools that allow the creation of realistic scenarios, while 
reducing infrastructure costs, implementation time and risk. 

First of all, this paper will analyze and classify common methods for computer 
network defense analysis training, based on four relevant criteria. Next, we will propose 
alternatives that can solve the challenges and improve training exercises, by using 
adversary replication techniques and open source tools. Finally, this paper will 
demonstrate a practical application of these techniques and its comparison to common 
methods.  

2. Terminology 
The following terminology will be recurrent in this paper: 

Computer Network Defense Analysis [2]: To use defensive measures and 
information collected from a variety of sources to identify, analyze, and report events 



 

 

that occur or might occur within the network in order to protect information, 
information systems, and networks from threats.  

Adversary [2]: An individual, group, organization, or government that conducts or 
has the intent to conduct detrimental activities. 

Blue Team [2]: A group that defends an enterprise's information systems when 
mock attackers (i.e., the Red Team) attack, typically as part of an operational exercise 
conducted according to rules established and monitored by a neutral group. 

Red Team [2]: A group authorized and organized to emulate a potential adversary’s 
attack or exploitation capabilities against an enterprises cybersecurity posture.  

Indicator [2]: An occurrence or sign that an incident may have occurred or may be 
in progress.  

Targeted attack [3]: A targeted attack refers to a type of threat in which threat 
actors actively pursue and compromise a target entity’s infrastructure while maintaining 
anonymity. These attackers have a certain level of expertise and have sufficient 
resources to conduct their schemes over a long-term period. They can adapt, adjust, or 
improve their attacks to counter their victim’s defenses.  

Attack scenario [4]: A scenario that enumerates and describes the ways an attacker 
might make use of a vulnerability. The known attack vectors and steps to perform the 
attack will be identified.  

3. Computer Network Defense Analysis Training Techniques 
Computer network defense analysis is a broad topic and skills can be acquired with 
different methods. This paper is going to focus on common training techniques that are 
mainly based on studying network traffic that could be either live or previously 
captured. 

In any of these situations, the production and acquisition of network traffic requires 
an attack scenario with supporting infrastructure. The goal is to successfully monitor the 
network traffic while the attack is in progress. The result allows a blue team to improve 
their skills and test the detection tools deployed as part of an organization’s IT 
infrastructure.  

Typically, the network traffic produced in such kind of scenario is captured and 
saved as files in PCAP format. From a training perspective, such files contain a “story” 
specific to the environment where it was captured, and it can be used again by a blue 
team, for example when training new members or reviewing a training exercise. 

In order to train computer network defense analysts and reach an advanced skill 
level, it is essential to create realistic attack scenarios that can generate relevant network 
traffic. In many cases, pieces of malware are used in such scenarios, so computer 
network defense analysts can train with real indicators. However, this practice comes 
with an inherent risk. Therefore, a controlled environment ensuring security while 
keeping a high degree of realism is vital. 

We have evaluated common methods for implementing attack scenarios, which can 
allow monitoring and capturing network traffic. The evaluation is based on four criteria: 
Difficulty of implementation, costs, risk and realism. 
 
3.1 Evaluation Criteria 
The criteria listed below have been chosen based on experience gained by Encripto AS 
over time. They represent common challenges that arise while planning or conducting 
computer network defense analysis training sessions.  
 



 

 

According to our experience, the challenges usually affect the training sessions in two 
different ways. On one hand, the challenges could stop a training session already on the 
planning stage due to the risk and/or cost that the process involves. On the other hand, 
those organizations that decide to conduct the training tend to do it with limited scope, 
or less frequently than desired.  
 
3.1.1 Difficulty of Implementation 
This criterion describes how difficult it is to create, configure and maintain an 
environment where the attack scenario is going to be executed. The difficulty of 
implementation is usually related to the amount of time required for the tasks. The 
lower the value is, the less work is required in order to successfully setup the 
environment.  

Low: Fully-configured subject machines can be created in a virtualized manner. 
Network communications can easily be captured and saved in PCAP files. 

Medium: Subject machines can be created with virtualization, but these need to be 
manually configured or customized before the final setup is ready. Network 
communications can be captured and saved in PCAP files, or in formats which allow 
simple conversion to PCAP files. 

High: Subject machines must be created and configured manually from scratch, 
either physically or with virtualization technology. 
 
3.1.2 Cost 
This criterion defines the amount of resources required for the correct implementation 
of the attack scenario. The lower the value is, the smaller amount of money an 
organization will need to invest on its training program. 

Low: Standard hardware and network equipment is needed to setup the 
environment. No commercial software is required for supporting the training sessions.  

Medium: A mix of standard and specialized equipment is needed to setup the 
environment. A mix of commercial and non-commercial software is required for 
supporting the training sessions. 

High: Specialized hardware and network equipment is needed to setup the 
environment. Commercial software is required for supporting the training sessions. 
 
3.1.3 Risk 
This criterion describes the danger that a production network faces when an attack 
scenario is executed during a training session. Risk can be understood as the 
combination of likelihood and impact associated to an event. Therefore, the lower the 
value is, the safer the training environment will be. 

Low: The training environment is completely isolated from production networks, or 
there is no danger for infection or spreading malware in production networks. 

Medium: The training environment is a segment within a production network, or 
there is a limited danger for infection or spreading malware within production networks. 

High: The training environment is an integrated part of a production network, or 
there is unlimited danger for infection or spreading malware within production 
networks. 
 
3.1.4 Realism 
This criterion describes the level of detail that a training environment replicates based 
on what a real case would be. The higher the value is, the closer to reality the training 
environment will be. 



 

 

Low: The training environment does not replicate a production network or an attack 
scenario. 

Medium: The training environment is a partial replica of a production network or an 
attack scenario. 

High: The training environment is a complete replica of a production network and 
an attack scenario. 
 
3.2 Common Environment Setups 
This section covers typical methods used for constructing environments and attack 
scenarios for computer network defense analysis training. 
 
3.2.1 Closed Lab Environment 
A closed lab environment can be anything ranging from a single computer setup, up to a 
full replica of a production network. In any case, the closed lab environment will be 
isolated from a production network.  

A common approach in this case is to replicate a simple part of a production 
network, and execute real malware. The results of the case are stored in PCAP files. 
 

Criterion Evaluation Reason 

Difficulty 
of Implementation 

Low 

The common approach can be implemented with fully-
configured virtual machines. 
 
In more complex setups, the difficulty of implementation is 
proportional to the size of the production network which is 
going to be replicated. 
 

Costs Medium 

Standard hardware and network equipment (e.g. PC, router and 
switch) is required. 
 
In more complex setups, the cost is proportional to the size of 
the production network which is going to be replicated. 
 
A mix of commercial and open source tools is usually required 
for supporting training sessions covering common and targeted 
attacks. 
 

Risk Low 

Despite executing real malware, a closed lab environment is by 
definition isolated from production networks. In practice, 
malware will not be able to reach them. 
 

Realism Low 

The common approach can allow the successful execution of a 
piece of malware. However, it does not provide a full overview 
of what the attack scenario would look like, if it were to happen 
in a production network.  
 
Security countermeasures in production cannot be tested during 
the training session, unless the organization increases the 
difficulty of implementation and/or its costs. 
 
In a more complex setup, the realism is proportional to the level 
of detail included in the replica. 
 

Table 1: Closed lab environment evaluation 

 



 

 

3.2.2 Limited Segment of a Production Network 
This approach can be used in cases where an organization wants to train with some 
understanding what an attack scenario would look like in its infrastructure, but without 
involving the whole production network. In this case, environment is confined to a 
segment of a production network. 
 

Criterion Evaluation Reason 

Difficulty  
of Implementation 

Low 

The implementation is very straight forward, since the setup is 
already implemented. Some work previous to the execution of 
the attack scenario could be required (e.g. backups). 
 

Costs Medium 

The implementation is using systems in production. Spending on 
extra hardware resources is not required. 
 
A mix of commercial and open source tools is usually required 
for supporting training sessions covering common and targeted 
attacks. 
 

Risk Medium 

Training on production environments can have consequences 
that might be difficult to revert, or which can impact the normal 
function of the organization. 
 
If real malware is used, systems located within the segment will 
be exposed to attacks or infections. 
 

Realism Medium 

If the chosen segment is representative, the level of realism can 
be good. In such case, security countermeasures in production 
can also be tested during the training session. 
 
However, given that the exercise is conducted in a segment of a 
production network, the malware and techniques might need to 
be customized in order to avoid damages or downtime.  
 
Given the risk that a more realistic environment can bring, many 
organizations face a “Risk versus Realism” dilemma, which 
usually results in reluctance to use real malware or in incomplete 
implementation of attack scenarios. 
 

Table 2: Limited segment environment evaluation 

 
3.2.3 Full Production Network 
This alternative can be used in cases where an organization wants to train with a full 
understanding of what an attack scenario would look like in its production network. 
 

Criterion Evaluation Reason 

Difficulty  
of Implementation 

Low 

The implementation is very straight forward, since the setup is 
already implemented (either physically or virtualized). Some 
work previous to the execution of the attack scenario could be 
required (e.g. backups). 
 

Costs Medium 

The implementation is using systems in production. Spending on 
extra hardware resources is not required. 
 
A mix of commercial and open source tools is usually required 
for supporting training sessions covering common and targeted 
attacks. 



 

 

Risk High 

Training on production environments can have consequences 
that might be difficult to revert, or which can impact the normal 
function of the organization. 
 
If real malware is used, the risk of infection or compromise can 
escalate to the whole organization. 
 

Realism Medium 

The level of realism in this case can be excellent, and security 
countermeasures in production can also be tested during the 
training session. 
 
However, given the inherent risk of conducting an exercise in a 
production network, malware and techniques need to be 
customized in order to avoid damages or downtime.  
 
In practice, many organizations face a “Risk versus Realism” 
dilemma, which usually results in reluctance to use real malware 
or in incomplete implementation of attack scenarios. 
 

Table 3: Full production network environment evaluation 

 

4. Challenges 
The approaches described in previous sections present different challenges. 

Preparation: Implementing an environment and designing an attack scenario 
requires planning, especially if the training exercise is going to be conducted in a 
production network. This usually requires extra work or causes administration overhead, 
which many organizations are reluctant to. As a result, organizations tend to not 
prioritize the training sessions, or just conduct them a very few number of times during 
a year. 

The actual attack scenario also requires planning, which may require organizations 
to design a time line, or find the proper piece of malware which applies to the case. 

Low product reusability: The traffic generated during an attack scenario is always 
specific to the environment where it was captured. Customizations to an attack scenario 
will therefore require the organization to re-conduct the training session with those 
changes. In cases where two or more cooperating organizations decided to share PCAP 
data, the network traffic would not be realistic. 

Risk versus realism dilemma: Organizations conducting exercises in production 
networks must find a balance between risk and realism. Those who execute real 
malware need to ensure that the piece of malware actually does what the organization 
expects. At the same time, executing malware in production networks could spread and 
cause a real incident, which could potentially escalate to a disaster. As a result, 
organizations tend to reduce scope, or choose less realistic methods in order to ensure 
security. As an illustration, imagine an organization releasing ransomware in its 
production network during a training session. Accidental spreading of the malware 
could result in encrypted business data and require an extensive recovery. 

Training against advanced adversaries: Organizations, which want to conduct 
training exercises for defending themselves against advanced adversaries, cannot rely 
on just executing malware. Advanced adversaries put in practice methods and tradecraft 
that are not solely related to malware. The need for a qualified red team that can adapt 
to the training circumstances is therefore imperative. This fact is also affected by the 
challenges listed above, which requires for example more preparation and resources in 
order to conduct a successful training exercise. 



 

 

5. Tackling the Challenges  
This paper proposes two methods which tackle the challenges mentioned in the previous 
section. The first one will be based on adversary replication techniques which support 
the simulation of advanced adversaries and targeted attacks. The second will be a more 
general approach which can be applied to training related to common attacks and 
malware infections. Both methods can complement each other, and both are supported 
by open source tools. 
 
5.1 Targeted Attacks 
Targeted attacks tend to use customized malware which presents specific network 
indicators. Such indicators are usually difficult to reproduce in a safe manner. Targeted 
attacks could be carried out with different levels of sophistication, and they do not 
necessarily imply the presence of and Advanced Persistent Threat (APT). 

Maligno [5] is an open source tool which allows organizations to simulate malware 
with specific network indicators and evasion techniques. The result is that blue teams 
can experience real network behavior and traffic patterns associated to malware used in 
targeted attacks, without actually executing real malware. The main advantages 
provided by Maligno focus on reducing risk and preparation costs, while increasing 
realism during a training exercise. 

The following case illustrates how Maligno can be used in order to simulate a 
targeted attack. A piece of malware known as “Havex” or “Oldrea” has been actively 
used against western energy companies. Symantec has documented several cases in a 
report [6] which describes network indicators associated to Havex. 

Using the technical information presented in such report, it is possible to build a 
simple profile in Maligno, which will mimic the malware’s network behavior without 
risking any infection. As a result, Maligno can help increasing realism and simplifying 
training exercises on production networks. 

 

 
Figure 1Havex network indicators reproduced by Maligno during an HTTP request and response 

 
The screenshot below shows how an Intrusion Detection System (Snort with ET GPL 
rule set) would react to the network traffic generated by Maligno. 



 

 

 
Figure 2 Alerts generated by Intrusion Detection System (Snort) during the execution of the example 

 
Tools are an essential component in network analysis training, both for attackers and 
defenders. However, blue teams cannot simply rely on tools when it comes to training 
against advanced threat actors. From an adversary replication perspective, training 
exercises should also involve a capable red team. The red team should adapt and put 
into practice tradecraft and manual techniques related to the threat actor which is going 
to be replicated during the exercise. We acknowledge that Maligno is an important piece 
in this puzzle, but it is not the only one. Organizations that want to conduct a complete 
realistic targeted attack scenario should keep this in mind. 

The network traffic produced during the training exercise could also be combined 
with the next approach proposed in this paper. This would allow organizations to 
increase the reusability of the generated network traffic, and create a library of training 
cases. This would again increase the return on investment for each training exercise, and 
reduce preparation costs in the future. 
 
5.2 Common Attacks and Malware Infections 
Common attacks tend to use techniques usually implemented in some form of automatic 
tool. Typical common attacks include, but are not limited to, credential brute force, 
Denial of Service, phishing and malware delivered by exploit kits. 

In many of these cases, there is a chain of events which is important for a network 
defense analyst to follow, especially if client computers are involved. The chain of 
events can provide a context which allows the analyst to understand the whole picture of 
an attack. 

Network traffic stored in PCAP files are usually used for training in these cases. 
The internet provides a wide range of possibilities to obtain PCAP files with network 
traffic, which contains common computer attacks, client infections delivered by exploit 
kits, etc. However, there might be challenges when those resources are used in corporate 
environments. 

The most common challenge is related to the “story” contained in those PCAPs, 
because it only applies to the environment where the traffic was captured. This means 
that organizations which attempt to train in-house blue teams with their own 
infrastructure, tools and configurations, may not be able to leverage those resources. 

Pcapteller [5] is an open source tool designed for network traffic manipulation and 
replay. It allows organizations to re-create a recorded network traffic scenario that 
occurred in a foreign network, as it really happened in their own infrastructure.  
 
The main advantages of using Pcapteller are summarized below: 

Reduced preparation time and costs: PCAP files available on the internet can be 
easily customized with parameters that are relevant to the organization. This allows blue 
team to reuse PCAP material and customize it as needed during the training session. 

Reduced risk: Given the possibility to manipulate existing PCAP files captured in 
foreign networks, organizations should not have the need to implement attack scenarios 
with real malware samples for generating customized network traffic. If organizations 
desired to train specific situations in which no existing PCAP files were found, it could 



 

 

be possible to put in practice the approach using Maligno, proposed by this paper. In 
this way, organizations could combine both approaches and obtain wider advantages. 

Increased realism: Since existing PCAP files can be manipulated and later replayed 
back into the network, organizations can train with their existing infrastructure and 
configurations. This means that organizations can use their production networks, 
without requiring extra security measures to prevent infections. 

 
In order to illustrate these advantages, we will use a public PCAP file [7] that contains 
an attack scenario involving an exploit kit delivering ransomware. This PCAP file 
describes a chain of events where host 192.168.122.70 is the victim. 
 

 
Figure 3 Fragment of the original PCAP file with an attacker IP address and the victim (192.168.122.70) 

 
Let us consider a case where an organization would like to use such resource for a 
training session. The organization is interested in using its current security 
countermeasures and configurations in production. The production network is using a 
class B internal IPv4 addressing schema (172.31.0.0/16). For this example, the victim 
machine will be 172.31.10.11. Using Pcapteller, the result of the customized traffic 
injected into the network is described in the screenshot below. 

 

 
Figure 4 Fragment of the manipulated PCAP file with attacker IP address and the victim (172.31.10.11) 

 
Since Pcapteller injects the manipulated network traffic into the production network, 
existing security countermeasures can detect and alert about possible threats. This 
example shows how an Intrusion Detection System (Snort with ET GPL rule set) would 
react to the manipulated traffic. 
 

 
Figure 5 Alerts generated by Intrusion Detection System (Snort) during the execution of the example 



 

 

Pcapteller is at this point in an early stage of development, but new possibilities will 
come as soon as new features are implemented. 
 

6. Evaluation of Proposed Training Methods  
In this section, we will evaluate the proposed methods based on the evaluation criteria 
previously described.  
 
6.1 Training Sessions Using Maligno 
This approach allows blue teams to experience real network behavior and traffic 
patterns associated to malware used in targeted attacks, without executing real malware.  
 

Criterion Evaluation Reason 

Difficulty  
of Implementation 

Low 

The implementation is very straight forward and can be done in 
a fully virtualized manner. The organization can use the attack 
profiles already included in the tool or make their own profiles 
based on threat intelligence sources.  
 

Costs Low 

Maligno is a freely available open source tool that allows 
organizations to use production infrastructure in a safe manner. 
This means that no spending on extra hardware is required.  
 
Inherent costs (e.g. security personnel attending the training 
session, the need to hire an external red team, etc.) may still 
apply. 
 

Risk Low 

Maligno does not act as an infecting or spreading piece of 
malware, which allows a safe conduction of the training session 
in production infrastructure. 
 
The replication of network indicators can therefore be done 
without risking any infection. 
 

Realism High 

Maligno can support red teams while simulating targeted attacks 
or attacks coming from specific threat actors. 
 
Training sessions can be conducted in full-scaled production 
environments. 
 

Table 4: Training session evaluation using Maligno 

 
6.2 Training Sessions Using Pcapteller 
This approach allows organizations to re-create a recorded network traffic scenario that 
occurred in a foreign network, as it really happened in their own infrastructure. 
 

Criterion Evaluation Reason 

Difficulty  
of Implementation 

Low 

The implementation is very straight forward and can be done in 
a fully virtualized manner. PCAP files available on the internet 
can be easily customized with parameters that are relevant to the 
organization. 
 

Costs Low 

Pcapteller is a freely available open source tool, which allows a 
high material reusability. This lowers the overall costs of a 
training session, and increases its return on investment.  
 



 

 

In addition, organizations can use production infrastructure in a 
safe manner during the training. This means that no spending on 
extra hardware is required. 
 
Inherent costs (e.g. security personnel attending the training 
session) may still apply. 
 

Risk Low 

There is no need to implement attack scenarios with real 
malware samples from scratch, as long as existing PCAP files 
captured in foreign networks are used. 
 
In case of needing specific network indicators, or implementing 
attack scenarios from scratch, organizations may use Maligno in 
order to keep a low risk. 
 

Realism High 

Pcapteller can support computer network defense analysts 
during their training with real attack scenarios contained in 
PCAP files. Such scenarios can be successfully re-created while 
using full-scaled production environments. 
 

Table 5: Training session evaluation using Pcapteller 

7. Conclusion 
This paper has proposed two training methods that can be used to improve computer 
network defense analysis training. The main advantages of these methods are reduced 
risk and preparation costs, while increasing realism during training sessions. 

This means that organizations will be able to conduct realistic training sessions in a 
more controlled manner, and obtain results that can be reused over time. In other words, 
organizations can obtain a higher return on investment and make training more feasible. 

The training methods can easily be implemented by both public and private 
organizations, as well as training institutions such as universities.  
 
We plan to continue developing the training methods and tools described in this paper.  

Regarding Maligno, a more flexible version is under development, which will allow 
the concurrent use of multiple indicator profiles during one single session, and other 
extended features that can improve the level of replication for cases involving highly 
complex malware. 

When it comes to Pcapteller, the tool is at an early stage. This means that extra 
functionality for fully customizing and replaying existent traffic in PCAP format will be 
developed. 

We intend to keep these tools in an open source license, and freely available for the 
security community, since we see training as paramount for improving network defense. 
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